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ABSTRACT- Proxy attendance, whereby attendance is
recorded for a student who is absent, continues to pose a
problem in higher education institutions, since single-factor
verification methods like static QR codes, RFID cards, and
GPS-only location checks each have a well-documented,
low-effort way of being circumvented. Although more
recent multi-factor methods that combine QR codes, facial
recognition, and GPS-based geofencing have improved on
the single-factor approaches, they still depend on satellite-
based location verification, which suffers from considerable
degradation in accuracy in indoor, multi-storey classroom
settings, and generally assess the various factors together
using a strict conjunctive policy without taking into account
the increased false-rejection rate that this causes for students
who are truly present. The present paper puts forward a
multi-factor, zero-trust attendance verification framework
that replaces GPS-based geofencing with ad-hoc Bluetooth
Low Energy (BLE) proximity detection broadcasts sent
from the instructor's own smartphone, thus getting rid of
both the indoor accuracy problems associated with GPS and
the need for dedicated beacon hardware that is required by
fixed-infrastructure BLE systems. The framework also
combines a quickly rotating cryptographically-signed QR
token with an on-device face-liveness check and includes
persistent device-hardware binding, and introduces a
weighted-confidence fusion policy which ensures strong
protection against proxy attacks while at the same time
explicitly reducing the compounded false-rejection rate that
is inherent in using a strict multi-factor conjunction. The
system's architecture, the design of the individual modules,
and the verification process are described, together with a
probabilistic analysis of the reliability trade-offs involved.
Only the authentication and device-binding module have
been implemented thus far, and an experimental evaluation
of the entire system has yet to be carried out.

KEYWORDS- Anti-Spoofing, Bluetooth Low Energy,
Dynamic QR Code Technology, Face liveness Detection,
Geofencing, Zero-Trust Authentication.

I. INTRODUCTION

In higher education attendance recording is still a routine
activity of operational importance since it is often used
when making decisions about eligibility, scholarships, and
academic performance. Taking attendance manually is slow

and can be easily manipulated when a student who is present
answers for a classmate who is absent, which is why
institutions have turned to digital solutions such as RFID
cards, static QR codes, and GPS-based check-ins, but each
of these methods has a well-documented way to be
circumvented: an RFID card can be given to another
student, a static QR code can be photographed and then
passed on so that it can be scanned remotely, and GPS
coordinates can be falsified using widely available mock-
location programs. In particular, GPS is less reliable indoors
than is generally thought—an early but still referenced study
of measurement found root-mean-square errors ranging
from less than 5 metres in wooden buildings to less than 10
metres in brick or concrete ones, and embedded mobile-
phone GPS performed even worse [2]; this is exactly the
level of accuracy at which it becomes impossible to tell one
classroom apart from an adjacent one.

Bluetooth Low Energy (BLE) proximity detection has been
suggested as a practical alternative to GPS for use indoors,
and various recent systems have shown that this is feasible,
for example one fairly recent design in which the signal is
broadcast from the instructor's own smartphone rather than
from specialised beacon equipment [4]. That said, BLE does
have its own drawbacks: it is known that signal strength
readings can vary considerably depending on device
orientation, obstruction, and channel conditions [3], and
BLE-based attendance systems have in fact been found to be
vulnerable to signal-imitation and relay attacks in practice,
even in the case of a real university implementation [1]. For
these reasons, BLE should be treated in the same way as QR
and biometric checks — as just one of several imperfect
signals — rather than as standalone evidence of presence.
The paper presents a multi-factor, zero-trust system for
verifying attendance which incorporates a QR token that
rotates quickly and is cryptographically signed, a Bluetooth
Low Energy (BLE) proximity detection signal sent ad hoc
from the instructor's device, a face-liveness check carried
out on the device itself, and a permanent binding to the
device's hardware, with the various factors combined using
an explicit two-stage acceptance rule rather than requiring
that every factor be satisfied simultaneously. Figure 2 gives
an overview of the system's architecture. Section II places
this design in context by comparing it with other patented
and previously published systems. Section III presents the
threat model which motivated this design. Section IV
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outlines verification factors for the proposed system.
Section V describes the system architecture and the module
design. Section VI examines the trade-off between the
compounded probability of false rejection and the level of
security. Section VII concludes with a report on the current
state of implementation and future research directions.

II. RELATED WORK

Existing proxy-resistant attendance research falls into only
a few classes, summarised in Table 1. QR-based systems are
the most common in the literature, ranging from simple
static codes to cryptographically signed time-bounded
variants explicitly designed to prevent the forwarding of
screenshots; others more recently utilize device-bound one-
time passwords or cryptographic signing schemes to
improve static tokens' tamper-resistance [24], [25]. BLE-
based systems offer another category, motivated by total
inadequacy of GPS indoors; class-scale deployments using
students' and instructors' own equipment, in place of
dedicated infrastructure, have demonstrated room-level
discernment at low deployment cost [21], and importantly
for this design proposal, a 2026 system explicitly uses the
instructor's own mobile device as the BLE broadcaster to
avoid having to install fixed beacon hardware in every room
[4], which is architecturally very similar to the proximity
layer proposed here.

Table 1: Comparison of Existing Verification Approaches

Location .
Approach Signal Identity Check
BLE-Based . None (by
BLE t .
Attendance [8] proximity design)
Dynaml(E()?R Code None Face recognition
GPS-Based .
GPS D di
Attendance [13] yname coce
Static QR None None
code[24],[25] (forwardable)
None (fixed None
RFID card[26] reader) (transferable)
Proposed System BLE (ad-hoc) QIR * face
iveness

Face-recognition-based solutions constitute the third
category of considered solutions; more recent works
emphasize the importance of implementing liveness
detection mechanisms since standard face comparison
algorithms can be circumvented by simply presenting a
printed picture or a video, as is standard practice in
lightweight and portable face-liveness attendance systems
designed precisely for such low-cost deployment [22].
Multiple solutions make use of a combination of the
described methods. For instance, Narayanan [5] proposes to
combine BLE proximity and facial recognition by requiring
that the student's BLE be within an approximate range of 5
metres from the instructor by the time a face is matched,
there is no rotating QR token, nor an explicit device-
hardware binding, two features which are included in the
framework proposed in this paper. Similarly, Kumbhar [6]

suggests a two-factor BLE-and-biometrics verification
system for academic integrity. Nwabuwe, Sanghera, Alade,
and Olajide [7] design a QR code-based system with
dynamic codes and geofencing enhanced with IMEI
(device) identification to prevent attendance fraud, thus
being conceptually close to the current work, apart from
using GPS location instead of BLE proximity.

Finally, two patent applications describe systems very
similar to the current one. An Indian patent application
published in early 2026 [8] describes a system, which uses
BLE proximity detection, signed QR codes, and dynamic
device/WiFi binding with optional anomaly detection, yet
no biometric verification is employed, as explicitly noted by
the authors. A Chinese patent application published in 2019
[9] employs a dynamic QR code requiring one-factor
authentication from a messaging app and facial recognition,
yet proximity checks are absent; instead, the suggested
system uses a rotating QR code that only changes every
minute. One Indian patent application [13] uses GPS
coordinates instead of short-range proximity discovery; QR
codes are used as time-sliced tokens, not rotating ones.

The literature review shows that while individual
verification methods described in this paper have been
extensively studied and combined with other security
measures, no prior work explicitly mentions using phone-to-
phone BLE proximity, rotating QR tokens, on-device
liveness detection, and binding of hardware devices together
in a single system. As such, while phone-to-phone proximity
has been loosely mentioned in patents as a replacement for
GPS, it was never explicitly combined with dynamic QR
code verification or on-device liveness checks (either
explicitly stated in the papers or used as a part of mentioned
dynamic QR code generation). Moreover, while some works
mention QR code rotation or time-slicing, it is usually done
at much lower frequencies (per minute, rather than per
second) or is absent altogether. A survey of the broader
multi-factor attendance and continuous-authentication
literature [10] suggests that architectures which combine
several verification factors consistently improve spoof
resistance but are rarely evaluated for the usability cost of
doing so: authors repeatedly note increased friction and a
higher chance that a legitimate user fails at least one step,
particularly during face capture or location sensing. This is
consistent with established results in the broader
multimodal-biometrics literature (naively requiring every
factor to pass compounds false rejection, and weighted or
score-level fusion policies can substantially mitigate this
without discarding the security benefit of multiple
independent signals [11], [23]). It is also consistent with
classroom-scale BLE evaluations (reporting acceptable
room-level accuracy only when signal readings are treated
probabilistically (through repeated sampling, filtering, or
hysteresis) rather than as a single hard threshold [12]). The
present work adopts this position directly: rather than
treating the combination of QR, BLE, and face-liveness
checks as a strict conjunctive gate, it proposes a weighted-
confidence fusion policy and identifies the absence of
adversarial, real-classroom evaluation of any such combined
stack as the primary open gap this work addresses.

III. THREAT MODEL

Before describing the framework proposed to address them,
it is worth explicitly stating the adversarial behaviours
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which motivate our framework. In particular, we consider
those attacks that make an unauthenticated attendance
‘appear as’ authenticated to the system. The identified
threats are summarized in Table 2, according to the threat
model under which they operate.

Table 2: Threat Model Summary

Threat Description Mitigated By
Static QR
Screenshot/forward| photographed and |2-second QR rotation

scanned remotely

One student's account
used from a friend's
phone

Persistent device-

Device sharing hardware binding

Printed photo or

replayed video shown On-device liveness

Photo/video spoof

check
to camera
Fake-GPS apps report | BLE proximity used
GPS spoofing a false location instead of GPS

BLE signal captured Signal-strength
Signal relay and retransmitted from| thresholding +
elsewhere audit logging

The threat model extends beyond impersonation or spoofing
of signals used for BLE-based attendance systems (Section
I), as BLE proximity checks are also vulnerable to relay
attacks, in which a BLE signal is extracted from one location
and re-transmitted from another, simulating presence at both
locations simultaneously [16]. Dedicated spoof-detection
measures, such as those implemented in BlueShield [17],

2. Device-Hardware Binding

‘ 1. Dynamic QR Token Verification

have been proposed for proximity checks, operating at the
level of links to detect anomalies indicative of relay attacks.
This highlights the motivation for our approach, described
in Section V-D, to require BLE proximity as a mandatory
check while treating facial liveness as an optional signal in
support of location, rather than relying on the mere presence
of a BLE signal to authenticate location.

IV. PROPOSED SYSTEM

A. Design Rationale

The framework (see below figure 1) is designed according
to the zero-trust architecture, emphasizing multi-signal
verification instead of a one-point verification [18]. Under
the framework, a student is marked present only if three
mandatory checks pass — (i) a valid time-constrained
cryptographic token, (ii) confirmation that the request is
coming from the student's registered device, and (iii) short-
range Bluetooth proximity to the instructor's device — and
(iv) an optional supporting check, a liveness-checked facial
match, that raises the confidence of an attempt but is not
required on its own. This mandatory-plus-supporting-pair
design, rather than requiring all four to pass, is what allowed
the framework to be resistant to attacks while avoiding the
compounded false-rejection rate discussed in Section VI-A;
the exact acceptance rule is defined formally in Section V-
D. The framework utilizes three fundamentally different
classes of security proof, namely cryptography, computer
vision, and radio proximity, thus making attacks on all three
simultaneously significantly harder than attacking any one
category.

4. Optional Face-Liveness

3. BLE Proximity Detection
Verification

g 1
A= | : {
+ Time-limited, | « Check device ID *Instructor device. ‘ r '1 « On-device face-liveness
cryptographically | | with registered device broadcasts BLE signal | chack !
signed QR token ! « One device per student ) * Checkssignal strength « Compute face-liveness |
« Verified at backend } (hardware binding) and Fhr.esho!d (inclass | l_ _l 50078 (5 race) :
(token validity and | proximity) | g % h |
session match) I « Prevents remote check-in | + Used to enhance |
| J confidence score |
( . . . .
Backend Verification and Weighted-Confidence Fusion
:' Factor Scores \: f Confidence Score Calculation \:
Vs ¢ QR token validity 1 i 1
] TSR | | —w* = I
| S pevice : Device-hardware match | @ e o Aads :
| S.pe : BLEproximity check : ; Two-stage acceptance rule |
| S_pace : Face-liveness score (optional) | i (Section V-D) :
R et i e e e e o Y] U - J
k !
Yes Attendance Decision No
(S_E g ;) (Invalid Case)
No
¥ (Review Case) v
Attendance Marked Manual Review Access Denied
Record stored in database Logged for manual Invalid QR / Device mismatch /
and audit log written verification (not marked) Not in range
s

Figure 1: Proposed Multi-Factor Zero-Trust Attendance Verification Framework
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In the above Figure 1 suggested a multi-factor zero-trust
attendance verification architecture. The system uses
dynamic QR token verification, device-hardware binding,
and BLE proximity sensing. Face-liveness verification
provides an optional supporting signal. The weighted-
confidence fusion policy guides the backend to identify the
correctness of the verification results and mark the
attendance, refer to manual review, or reject it.

B. Verification Factors

Dynamic QR Token: a token of the form Token = HMAC-
SHA256(ClassroomID, ServerTimestamp, SecretKey) is
generated server side and renewed at a short interval (like
every 2 seconds) on the server, and is only valid against the
server's clock, not the device's clock where it is displayed.
BLE Proximity: the instructor's own phone acts as an ad-hoc
BLE peripheral during the duration of the class, saving cost
and complexity of deploying a beacon in every classroom;
this is a required check, and the student app only accepts a
scan when the RSSI (averaged across packets to reduce
variance due to single-sample noise) exceeds a minimum
threshold.

Face Liveness Check: a simple on-device liveness check
(like blink or smile detection) combined with facial-
embedding comparison to a previously registered (and

Student App
(Flutter)

consented to) reference embedding would ensure that a live
matching face is present at the time of scanning.
Device-Hardware Binding: a student's account is only
registered to a single device hardware ID; if the student logs
in from another device, instead of automatically binding the
request to the new device, an explicit re-binding is required.
This has also been observed in related authentication
literature [19], [20], where hardware, sensor-based and
clock-based device fingerprinting have been used to reliably
bind a request to a particular device, as opposed to merely
an account.

V. SYSTEM ARCHITECTURE AND MODULE
DESIGN

A. High-Level Architecture

The system consists of two client apps: a web-based
instructor dashboard and a mobile student app, which
communicates with a Spring Boot backend via REST +
WebSocket  APIs, as seen in  Figure 2.
The backend Ileverages a separate Python-based
microservice for facial-embedding verification over an
internal REST call, and utilizes an in-memory data store
(Redis) to temporarily store QR token validations, thus
keeping the highest-volume read/write path off of the main
relational database.

Teacher Web
Dashboard (React)

Spring Boot Backend
(Auth, QR, Verification)

Python Face-Liveness
Microservice

MySQL
(Persistent Data)

Redis
(QR Tokens)

Figure 2: High-Level System Architecture

B. Core Modules
Table 3: Core System Modules

Module Responsibility

Auth & Device Credential verification, JWT issuance,

Binding one-device-per-account enforcement
Session / Timetable-driven session initiation; token
Dynamic QR generation and rotation via Redis

Instructor-device broadcasting; student-

BLE Proximity side RSSI sampling and thresholding

Face-Liveness Independent microservice for embedding

Service registration and liveness verification
Verification Aggregates factor outcomes; applies the
Pipeline weighted-confidence acceptance policy
Correction Student dispute flow, reviewed against the
Request stored audit trail
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C. Verification Sequence

On receiving a scan, the backend performs the steps shown
in Figure 3.

It verifies that the presented QR token is valid in the in-
memory store, that the hardware identifier of the presenting
device matches that of the account's registered device, and

that the reported BLE signal strength is within the
mandatory proximity floor.

If all three checks pass, it optionally computes a face-
liveness confidence score, and compares it against the
acceptance threshold t defined in Section V-D. An
attendance record is written and an audit-log entry,
containing all signal values for potential dispute resolution.

Student scans
dynamic QR code

T

Check 1:
QR token valid?

Check 2:
Device ID matches
registered device?

BLE score s BLE
>= minimum floor?

Check 3 (mandatory):

Access denied
(invalid QR)

Access denied
(device mismatch)

Access denied
(not in range)

Optional biometric step:
face-liveness score s_Face
(taken as 0 if disabled / unavailable)

Confidence score

C=w*s Face (w=1.0)

.

C>=tau?
(tau = 0.3, or treated

as satisfied if disabled)

No Logged for manual
review: attendance
not marked

audit log written

Attendance marked +

Figure 3: Attendance Verification Sequence

D. Weighted-Confidence Fusion Policy

Rather than requiring all four checks to pass, the framework
makes use of an explicit two-stage acceptance rule. The QR-
token-validity check, the device-hardware-binding check,
and the BLE-proximity check are three mandatory gates, all
of which must pass, or the attempt is rejected outright. A
confidence score is computed from the face-liveness check
as C = w's_Face, where s Face is the normalized face-
match score (in the range [0,1]) and w = 1.0 in the current
design. Attendance is accepted if the three mandatory gates
pass and C > 1, where T = 0.3 is the configured acceptance

Innovative Research Publication

threshold when face-liveness is used, or C is treated as
satisfied by default when the face-liveness check is disabled
or unavailable on a device, so that BLE-verified attempts are
never blocked solely by the absence of a biometric check.
Any attempt where the mandatory gates pass but the face-
liveness score falls below t is logged for manual review
rather than being silently rejected, consistent with score-
level fusion approaches shown to outperform naive
conjunctive checks in the multimodal-biometrics literature

[11], [23].
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VI. DISCUSSION

A. The Compounded False-Rejection Problem

Requiring multiple independent factors reduces the
probability that an erroneous proxy succeeds, but increases
the probability that a genuinely present student is rejected,
since each factor has its own real-world error rates. This
trade-off is identical to established false-accept/false-reject
analyses of ensembled biometric authenticators [14]. As an
illustrative example only, and not as an experimental
measurement of the implemented system, assuming the
three factors were statistically independent and had
reliabilities of approximately 0.99, 0.90, and 0.95, the joint
probability of true acceptance would be about 0.846, or
illustratively, a probability of false rejection of about 15.4%
under a strict conjunctive (AND) policy across all three. The
two-stage acceptance rule described in Section V-D is
designed specifically to reduce this illustrative false-
rejection rate in practice, though the extent of that reduction
has not yet been measured empirically on a working
prototype.

B. Evaluation Plan and Limitations

As future work, and in line with systematic reviews of
continuous multimodal biometric authentication [15], we
propose a basic empirical evaluation of a working prototype,
covering: dynamic QR token validity, BLE proximity
accuracy, face-liveness accuracy, device-hardware binding,
resistance to proxy/relay attacks, factor-level and fused-
level false-accept/false-reject rates (FAR/FRR), verification
time, battery consumption, each across different classroom
layouts and device models (rather than an aggregate
accuracy). No results are available at the time of writing; the
authentication and device-binding module is the only
implemented part. BLE peripheral (broadcasting) conduct is
also platform-specific, with 10S imposing stricter
limitations on background operation than Android, and
storing facial embeddings constitutes processing of
biometric data requiring informed consent and a deletion
policy in accordance with relevant data-protection
legislation.

VII. CONCLUSION AND FUTURE WORK

This paper introduced a multifactor, zero-trust attendance
verification framework which was a proposed design and
not an evaluated system yet, using dynamic QR tokens, ad-
hoc BLE proximity sensing using the instructor's own
device, and on-device face-liveness verification; all without
requiring dedicated per-classroom hardware. A survey of
related patents/literature revealed that while each individual
verification technique has been disclosed before, the
combination of the three, plus an explicit weighted-
confidence fusion policy to combine them, appears novel in
the disclosed art. The authentication and device-binding
module have been implemented; the session/QR, BLE-
proximity, and face-liveness modules are currently being
completed, after which empirical evaluation on the five
criteria from Section V-B will be undertaken.
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