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ABSTRACT- Nowadays, practically everyone, from a
youngster to an adult, spends more time on online social
media platforms, connecting with and exchanging
information with individuals all over the world. The social
network is becoming a popular means to communicate
with people who live in different parts of the world.
Because of the tremendous interconnectedness and
information sharing enabled by the internet, social media
platforms. This highlights the importance of establishing a
system capable of detecting fake profiles on social media
networks. There has been a lot of study done in this area
utilising machine learning algorithms to identify fake
profile, duplicate, spam, and bot accounts, and most of the
fake profile accounts were effectively recognised using
machine learning algorithms. This study discusses fake
profile detection on social networks using machine
learning.
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I. INTRODUCTION

Every user of a social networking site has a profile and can
communicate with friends, exchange updates, and network
with new people. These social networks leverage Web 2.0
technology, which facilitates user communication. These
social networking sites expand swiftly and alter how
people connect with one another. Via the online
community, people with similar interests can meet and
form connections. social effect During your contemporary
generation, online social connections have become integral
to everyone's social life. Most people are connected to
some of these websites. OSNs like Instagram, Facebook,
Google+, Twitter, LinkedlIn, and Pinterest, among others,
are expanding as a result of their free memberships and
cost-free information sharing with other users. and they
have become an essential part of life in today’s generation.
There are several disadvantages to the expanding use of
OSNs, including a higher likelihood of fraudulent profiles,
identity theft, privacy breaches, etc. False profile
development has increased in tandem with the growth in
social network users. This has contributed to a rise in
cybercrime over the past few years.

Hackers exploit these sites to disseminate rumours, hate
speech, and false information and to earn money
unlawfully by setting up several bogus profiles. Also,
people are making fictitious profiles to further their own
interests, such as obtaining referral bonuses or an increase
in votes in online voting systems. Researchers use social
bots, which are automated programmes, to carry out their

tasks. The fake accounts exist anywhere on the internet,
such as on social networks, online dating websites,
discussion blogs, shopping websites, etc. As social media
platforms are used more often, users and platform
providers are becoming increasingly concerned about the
issue of fraudulent profiles. To propagate false
information, con individuals, or carry out other nefarious
deeds, fake profiles might be made. By examining a variety
of profile data and user behaviour, machine learning
techniques can be utilised to identify these fraudulent
profiles.
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The detection of fake profiles using machine learning
involves building a model that can classify a given profile
as either genuine or fake. The model can be trained using
a dataset of known fake and genuine profiles. The dataset
can be collected using various methods, such as manual
identification by experts, crawling social media platforms,
or using crowd sourcing.

The features of the profiles that can be used for
classification include the profile picture, name, location,
age, gender, profile description, number of followers,
friends, and posts, engagement rate, activity time, and
content. Machine learning algorithms, such as decision
trees, random forests, support vector machines, and neural
networks, can be used to extract features from the profiles
and classify them as genuine or fake.

Once the model is trained, it can be used to classify new
profiles automatically. However, the performance of the
model depends on the quality of the dataset, the choice of
features, and the algorithm used. The model may also need
to be updated periodically to adapt to new techniques used
by fake profile creators.
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Overall, the use of machine learning techniques can help
in the early detection and prevention of fake profiles,
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Il. COMPARATIVE STUDY

Table 2: Comparative study of previous research

Sr. R - I Description &
No. Author’s Title of paper Objective of paper Method Used Accuracy

To find the results

based on the three

classical profiles
Machine learning, | (persuader, clarifier,
A Systematic To  determine  the used to automatize | and gullible) that’s
Literature  Mapping . the identification and | considering the
. review on fake news
1 Fernando et.al[1] on Profile d . . combat of fake news | human and automated
. h etection using -

Trustworthiness  in artificial intellicence &  detection or | agents & extended the
Fake News Spread g production of Fake | users’ profile
News. characterization and

classification.

The study suggest to

. improve the accuracy
Detection of Fake Needfordev_eloplnga Graph-based by using a
Profil - I system that is able to f q binati P
2 | Rajdavinderetal.fz) | Rrofiles in Online | 46 ifving eatures and user- | combination o
’ Social Networks — A : . based features have | Decision Tree ,Naive
counterfeit social
Survey . . been mostly used. Bayes , and SVM
sharing profile. e
classification
algorithms.
To build or construct | Naive Bayes | To determining truth
Onkar Kadam et Detection of Fake | a model that can | Classifier, support | and falsity in text
3 al[3] Social Network | determine whether a | vector machines, and | format, as well as
: Account . given article is true or | semantic analysis to | how and why it
false. identify fake news. occurs.

In  first  dataset
supervising machine | Experiment by the
learning using of LR,RF that
classification, will  achive the

. . . Logistic Regression, | accuracy 0.92. While
. Superylsed Ma_chlne Aims  to  detect Random Forest, the | LR,RF, 1 percent
4 Michael  Jonathan | Learning Algorithms | Instagram fake users v - h
Ekosputra et.al.[4] to Detect Instagram | according to the user's Support ector | Increase the accuracy
e : Machine, the | 0.92 - 0.93 on the
Fake Accounts. profile. B .
Artificial Neural | second experiment.
Network, and | but Bernoulli Naive
Bernoulli Naive | Bayes had the lowest
Bayes. accuracy on the both
experiment.

To find the highest

accuracy is 95% by
Using support vector | the help of Random

A study of existin machines, random | Walk Method. and
Malicious Profile udy 9 forests, JRip, and | evaluate with some
. . . . solutions for .
Shruti Shinde, | Detection on Social - .- naive bayes | parameters such as
5 C detecting malicious . L
et.al.[5] Media: A Survey - - algorithms. For the | precision, F1- Score,
profiles on social .
Paper media platforms purpose of | and recall is used to
P ' identifying fake | measure the result of
users, detecting the fake
profile.
to find the maximum
L To evaluate a model . ) -
Application of . To applied more | accuracy in detecting
- . which can deploy - . s
Ananya Machine  Learning machine learnin machine learning | false profile’s.
6 Bhattacharya Methods to Detect . N9 | methods to detect So, prediction made
. | techniques to find . .
et.al.[6] Fake Social Media ] authenticity on social | 93% fake account and
rogue profiles on . .
Accounts - - media platform. 96% genuine account
social media.
correctly.
Training To analysis the
Fake Account | To  detect  fake o
7 T. Om Prathyusha Detection Using | accounts.  Gradient datqset(_?OA)) and datase_zt and used_to
etal.[7] Machine learnin boosting algorithm is Validation machine learning
9. g a9 Data(10%) and Test | algorithms Extreme

thereby improving the safety and trustworthiness of social
media platforms.
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used to detect fake | Data(20%). And for | Gradient Boosting to
accounts accurately. each feature matrix | detect fraudulent
fed to the classifier | accounts and better
[ LR, Random | achieving accuracy of
Forest, XGB, ADB, | up to 95%.
GBM]
- The  best results
To detect  fake Dec!SI_on Tree (D.T)’ showing Random
. - Logistic Regression, -
profiles on social Forest 0.96% and this
A dataset for the dia by deplovi Random Forest, ldorith btained
Samuel Delgado | detection of fake media by deploying Multi-layer algorithms o t_alne
8 . - some machine the optimum
Munoz et.al.[8] profiles on social - . Perceptron, .
. : learning detection accuracy in
networking services AdaBoost, and 7
methods over a novel - - combination to the
Gaussian Naive
dataset. best true and false
Bayes etc. L .
prediction precision.
When  they truly
Represent the review existing data set will
of Fake Profile be give out and then
Suvey on  Fake Qetectlon on Soc_:lal SVM, Naive Bays, Qetermme the profile
. . Site by Using S is create by a human
Profile Detection on . . Decision Tree, and | .
Kumud Patel s . Machine  Learning . is real or fake. And
9 et.al.[9] Social Sites by Using with a  specific ANNSs,  supervised the machine learning
o Machine — Learning classifiers such as and unsupervised algorithm helps in
Algorithm - machine learning. gonith P
supervised and enhancing the
unsupervised accuracy rate of the
machine learning. system that is
becoming 50%-96%.
Fake account
identification on
online social
networking websites
We summarizes and that is classified
Fake Profile | advancement of into three categories.
Detection on Social | social networking’s | Random forest, | (1)Research  using
10 Pradeep Kumar Roy | Networking that to build a robust | Naive Bayes ,SVM, | non textual
et.al[10] Websites: A | model to prevent and | Neural Network. | (2)Research  using
Comprehensive identify fake accounts | XGBoost, KNN etc. | textual
Review on online social feature ,(3)Research
networking using both textual and
non textual features.
add new features to
promote the
prediction accuracy.
To
determine Whether a
given account is a
Identifying false fake account or not
Detecting Fake accounts that could Neural Network, depends on  the
. - mislead people and dataset.  Moreover,
Dr.K.Sreenivasa Rao | Account on social - Random Forest And
11 . . ! some malicious Neural Networks,
et.al.[11] media using machine Support Vector
: . accounts are used . Random Forest, and
learning Algorithms g - Machines.
misinformation and Support Vector
agenda creation. Machine all shown
excellent
performance and the
highest accuracy rate.
To create new model The_ Process of
- . finding an incorrect
utilized a variety of . .
; Data science and | account mainly
Fake Account | techniques to spot g
s . - artificial depends on factors
S. P. Maniraj | Detection using | bogus accounts, such | . - .
12 - . : intelligence, gradient | such as engagement
et.al.[12] Machine  Learning | automated posting or - - e
. boosting algorithm, | rate and artificial
and Data Science. comments, s . .
ropacating  rumors decision tree. activity to increase
propagating ’ the efficiency of the
or spam. -
prediction.
To detect comparable ;gugﬂ?gr?trlyr;ﬁ?:s“m
Detection of fake | fake social network | Machine learning, internet P social
13 Jyoti Singh et.al.[13] | profile in  social | profilesthatcan make | SVM, Naive bayes . :
- L communities as high
media it simpler to connect | (NB)
. - as around 95 percent.
with others in a
moreover, fraudulent
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secure and effective
way.

profile detection can
be improved by using
NLP techniques for
processing texts and
profiles.

To understanding and

To analyze implicit
and explicit features
that is to obtained the

To investigate the
potential and
foundation of other
types of user feature
and also investigate

exploiting user | information of social the correlgt_ions
The Role of User profiles on social | site including the between  malicious
14 Kai Shu et.al.[14] Profiles fqr Fake media and enhance | profile features such accounts and fake
News Detection - news and explore
the capabilities for | as age, personality, .
. : : various user
fake news detection. location, profile
. - engagement
image, online -
: behaviors such as
behavior etc. .
reposts, likes,
comments for fake
news detection.
By using Random
Forest Classifier with
an extremely high
level of efficiency. or
Automatic To use Random | real classes, which
Samala Durga | Fake Profile identification of fake Forest Classifier to | are roughly 95% and
15 Prasad Redd | Identification using rofiles is possible classify the profiles | phony profile By
et.al.[15] Machine Learning gnd is efficienFt) into fake or genuine | utilizing NLP
' classes methods and neural
networks,

identification can be
improved.

Node Similarity
Communication

Matching algorithm
for confirming the

Profile Similarity Machine Learning, identity of brofiles
Communication Deciding Real/Fake | KNN, support vector and fi)rlldin gut the
Matching profile using | machine and Node 9
. A A cloned ones that
16 Revathi.S et.al.[16] Approaches for | Similarity similarity investigation  found
Detection of | Communication communication g
; . - . . that NSCM strategy
Duplicate Online | Matching algorithm. matching. .
- . accomplished an
social network sites
accuracy score of
93.14% in a better
and decent
performance.
Fake accounts easily
by applying a data set
and the model knows
e . . which account fake
Detection of Fake We set up a falsified Mach_lne learning and which account is
. . . human account as | technique Used to .
Naman Singh Profile in Online art of the task of | identify the purpose real, the model will be
17 et.al.[17] 9| social Networks Focatin identifyin of the bots irfJ or?line successfully able to
- Using Machine g, lder 9 - .~ | differentiate a fake
. and eliminating the | social media
Learning account created by
false accounts. platforms.

human from a real
one when the actual
data set will be given
to it.

I11. FINDING AND DISCUSSION

In this section, we provide the process of finding a real or
genuine profile to save your personal data information and
also discuss the process of determining whether this profile
is real or genuine. So, leveraging this framework, many
machine learning strategies for categorization include

Random Forest,, Support Vector Machine (SVM),
Decision Tree, Naive Bayes, etc., To categorize the
profiles into classes of bogus or real individuals.. In the
major study, we concern all the papers that describe the
processes of finding the fake and genuine, true and false
profile information, etc. by utilizing a variety of machine
learning methods with a specific classification that
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classifies by the use of supervised machine learning,
unsupervised machine learning, random forests, decision
trees, naive bayes, SVM, and so on to recognize fakes and
real profile information and find the better profiles.
Understanding, performance, and accuracy, as compared
to the researcher’s paper with other people’s papers and
information. So, the primary purpose of fake accounts is to
spread spam content, rumours, and other unauthentic
messages on the platform. Hence, it is needed to filter out
the fake accounts, but it has many challenges. In the past
few years, researchers have applied many advanced
techniques to identify fake accounts:

o Construct a false online profile with power words.

o Messages that make no sense.

¢ They only have a single photograph.

e They have blank profiles.

¢ No social networks.

e They are "renowned" or "royals."

e They are far too forward or flirtatious.8. They want your
personal details.

So, in the above discussion, we learned how to use various
machine learning techniques to identify the real false
profile information and how many ways there are to
determine whether this profile is real or not.

IV. CONCLUSION AND FUTURE WORK

Considering the survey research from this paper, the
conclusion is clear: Fake accounts can be detected with the
guidance of supervised machine learning. The models that
have already been tested in this article are logistic
regression, Bernoulli Naive Bayes, random forest, support
vector machine, and artificial neural network (ANN). Any
modification or addition done to features will affect the
sharpness of each model. In this paper, we argue that
making predictions from data is a strong task for machine
learning. Yet it's crucial to keep in mind that machine
learning is only as effective as the data that is used to train
the algorithms and improve the analysis of data. So, the
papers focus on the techniques that is performed in online
social networks to identify false and legitimate accounts,
and summarise the recent advancements in this field.
Several of the recent methodologies are examined along
with a few past techniques. The challenges and limitations
of the existing approaches have also been summarised, and
the dataset statistics are also compared to past techniques.
For the detection of fake news, many surveys focus on
specific cognitive and behavioural theories, driving more
consistent work and better results. And also, understanding
the roles of the profiles involved in fake news may support
work exploring their behaviour and drive the development
of new theories and a proposed conceptual framework that
allows us to explore the main elements of this research area
while providing a bigger picture of the theoretical and
technical foundation. In future work, we can say that, from
the above comparative study, we have observed that most
work has been done by using a combination of Various
algorithms for machine learning, viz., SVM, Adaboost,
Random Forest, etc. Nonetheless, the accuracy in the state
of the art is less than 96%. We are planning to apply the
deep learning method for the identification of fake profiles
to improve and increase the accuracy further.
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