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ABSTRACT: Smart cities are a natural extension of the 

sensible grid concept, and their implementation is inextricably 

linked to legacy power system transformation. Clients can utilize 

brilliant matrix innovations to plan loads at the client level, 

deduct expenses, and help lattice activity to try not to squander 

energy. Inside the following not many years, a ton of brilliant 

meters, sensors, and programmed and modern structures through 

two-way correspondence organizations. Vital options of a smart 

distribution grid include the deployment of two-way 

communication framework architecture, energy resources like 

renewable generation and energy storage. The usage of Internet 

of Things (IOT) technology in the smart grid is a significant 

technique for accelerating power grid information and managing 

power grid infrastructures efficiently. One of the most 

significant IOT application domains is disaster avoidance and 

electricity transmission line reduction. Advanced IOT sensing 

and communications technology can efficiently prevent or 

decrease transmission line damage from natural catastrophes, 

increase power transmission reliability, and reduce economic 

loss. This paper gives an investigation of the IOT based shrewd 

energy meter that can oversee and screen the energy utilization 

of your gadgets, which lets you know how much energy every 

gadget consumes. 

 

KEYWORDS: Energy, IOT, Online Monitoring, Smart Grid, 

Traditional Grid.  

I. INTRODUCTION 

A smart grid is indeed an electric grid-connected data 

transmission system that gathers as well as analyzes energy 

transmission, transmission, and consumption of information's in 

near-real time. Smart grid technologies offers utilities, its 

providers, and their consumers with predictive information and 

advice on how to effectively manage electricity. Smart grids rely 

on high-speed, highly integrated, two-way communications 

technologies for real-time knowledge and power exchange [1]. 

The Internet of Things (IOT) is a colossal organization 

comprised of a wide scope of information gathering gear like 

RFID perusers, infrared sensors, GPS, laser scanners, as well as 

the Internet[2]. The Internet of Things (IOT) utilizes an 

assortment of savvy gadgets to see and perceive the real 

world[3]. It is based on the Internet and correspondences 

organizations, and it utilizes figuring abilities and programming 

frameworks for handling data or information mining. By 

utilizing IOT innovation to build human-thing and thing-thing 

data trade and consistent linkage of data streams, people might 

accomplish ongoing control, exact control, as well as logical 

judgment of the actual world [4]. Power Internet of Things 

alludes to the utilization of IOT in savvy networks (PIOT). PIOT 

might give reliable data move yet in addition astute information 

handling in power lattice frameworks through wired or remote 

correspondence organizations[5]. PIOT could help each part of 

the shrewd lattice, including energy age, transmission, changes, 

dissemination, including utilization [6].  

Through an interchanges network linked to the power matrix, 

data is acquired and broken down from transmission lines, 

dispersion power stations, among customers. In light of these 

facts, SG can offer foresight data to its suppliers and customers 

on the most effective way to properly manage electricity. In this 

article, many levels of IoT engineering will be discussed. 

Creator examines the technological advancements that are 

projected to bring IoT to Singapore. In Singapore, a few IoT apps 

and administrations will be on exhibit. Finally, the concerns that 

need to be addressed, and also future work, are mentioned. The 

remainder of the paper is organised as follows. 

Smart Grid is a proposal for modernizing the electric power grid 

through the use of advanced automatic control and 

communications technologies, as well as other types of 

information technology [7]. From generation through 

distribution and transmission to consumers devices and 

appliances, it uses cutting-edge processes and technology at 

every level of the value chain. If the energy system fails in a 

normal power grid system, the service provider is only notified. 

There are two types of grid connections as illustrated in Table 1 

as well as shown in Figure 1.  
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Table 1: Illustrate Significant Difference between Traditional Grid and Smart Grid. 

Traditional Grids Smart Grids 

It is completely electromechanical and partially 

digital. 

Smart Grid is expected to be completely digital. 

One-way communication exists in the existing grid. Two-way communication may be included into the smart grids. 

There is centralized production in the existing grids. Distributed generation will be part of the smart grids. 

The current grid has a restricted number of sensors. Sensors will be installed across the smart grids. 

Existing grid if of manual monitoring. Smart grid will be self-monitoring. 

Existing grid achieve manual restoration. A self-healing mechanism is expected in smart grids [14]. 

 

 

Figure 1: Shows Significant Difference between Traditional Grid and Smart Grid. 

II. LITERATURE REVIEW 

A. Ghasempour He suggested that The Internet of Things (IOT) 

is a system and administration that allows people and things to 

connect with each other at any time, in any location, with 

anybody and anything. As a result, the Internet of Things (IOT) 

is a massive, unique global organization that develops Internet-

enabled devices that use online administrations. One of the most 

basic IoT applications is the Smart Grid (SG). The Smart Grid 

(SG) is a type of grid or network of information exchanges that 

is linked to the electricity grid to collect and examine data 

through electrical lines, circulating substations, and buyers. In 

this article, we look at the relationship between IOT and SG. 

Some IOT plans in Singapore are examined, as well as the needs 

for pursuing IOT in Singapore, IOT applications as well 

as administrations in Singapore, and also deterrents and future 

developments [8]. 

X. Liu et al. characterized The expanding scope of Internet of 

Things (IOT) innovation has vastly expanded the depth and 

breadth of threat vectors in structured systems, introducing 

innovative entry techniques. Without a careful evaluation of the 

dangers and limitations, the rapid adoption of IOT frameworks 

and foundations within the context of smart world fundamental 

frameworks and digital real frameworks might potentially do 

irreparable harm to people's safety, well-being, and security. 

While IOT frameworks have the ability to improve usefulness, 

responsibility, discernibility, and competency, they also have a 

higher number of possible flaws. In this post, we look at the 

security of IoT concepts as they relate to amazing world 

foundation frameworks. We look at the flaws in IoT-based 

fundamental frameworks from the standpoints of applications, 

availability, functioning frameworks, programming, firmware, 

and equipment [9]. 

M. Yun et al. outlined how advancements in installed device, 

processing, and systems managementare bringing about a 

structure comprised of millions of heterogeneous gadgets. These 

devices won't just exchange data, yet will likewise deconstruct it 

continuously, collaborate with companions, and construct 

convoluted associations. The climate will give a solid premise to 

the "Web of Things (IOT)." This article centers on the Internet 

of Things' designing and fundamental progressions. This 

concentrate additionally looks at the utilizations of the Internet 

of Things. The utilization of IoT in the brilliant structure is 
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featured specifically. The following review presents the most 

important aspects for a successful Internet of Things 

coordinating in a dazzling framework [10]. 

V. Mandhala et al. he declares The Internet of Things (IOT) is a 

method for creating unique IDs by connecting PC gadgets, 

digital and mechanical devices, courses, and other stuff. Another 

kind of innovation that is being used in savvy frameworks, 

transportation, as well as the environment is shrewd innovations. 

Smart home appliances, current substations, and other smart grid 

technologies are examples of smart grid equipment. Every one 

of them were made utilizing state of the art innovation. The 

reason for the savvy framework is to use IoT to give an 

exceptional identifier to each object in the network. The 

proposed research centers on a hypothetical model for brilliant 

framework inside an IOT climate. The smart grid 

communication layers is formed on the IPV6 concept [11].  

The creation of a smart grid is undergoing extensive research. 

Future research on many facets of smart grids in various domains 

still has a lot of potential. Estimating, power stream 

advancement, correspondence, miniature lattice reconciliation, 

request and energy the executives structure, adaptability, 

financial variables, home energy the board, sustainable power 

framework, information encryption, and, above all, 

mechanization of age, transmission, and dissemination are all 

essential for this.  

III. DISCUSSION 

There are six different sorts of application fields to choose from. 

In which smart grid is used as shown in Figure 2. 

• Self-Healing 

• Online Monitoring 

• Deploying Multi-level Implementation 

• Integration of Renewable Energy 

• Electrical Vehicle Tracking 

• Home Energy Management 

 

Figure 2. Illustrates aviation and Tactical Ground (Aircraft). 

Self-Healing: 

IOT deployment has the potential to improve smart grid self-

healing capabilities. Sensors can identify and respond quickly to 

unpredictably occurring situations or breakdowns [5]. Smart 

grids may go from grid to islanded mode and stay there until the 

system is stable or the problem is resolved [12]. 

A. Online Monitoring 

IOT is used to monitor power plant transmission lines, 

distribution lines, energy usage, and energy storage in real time. 

Deploying Multi-level Implementation: 

IOT is used to monitor power plant transmission lines, 

distribution lines, energy usage, and energy storage in real time. 

Based on the scope of implementation, IPV6 may be used in 

multilayered smart grid system in households, buildings, as well 

as smart cities [13]. 

B. Renewable energy integration 

On account of ecological worries, environmental change, and 

minimal expense, sustainable power sources are being 

coordinated into the present power framework. IOT innovation 

utilizes remote sensors to gather continuous meteorological 

information to estimate energy accessibility soon. 

C. Electrical Vehicle Tracking 

Whenever electric vehicles (EVs) are not used for, they are 

utilized as energy storage systems. IOT-enabled perception 

devices capture data on electric vehicles, such as their identify, 

battery state, and location. To minimize emissions, decrease 
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peak load, as well as increase the percentage of renewable 

energy generation, enhance the charging as well as discharging 

schedule effectiveness. 

D. Home Energy Management 

The Internet of Things (IOT) can assist consumers in managing 

their energy usage profiles based on factual electricity costs. IOT 

components collect and transmit energy usage data from various 

domestic appliances to smooth meters.  The switch units into a 

smart grid stabilities the preferences of users and utility 

corporations to schedule energy usage of residential appliances. 

IoT-enabled home stockpiling devices interact with the 

frameworks to monitor peak interest hours and, when necessary, 

disconnect the home connections from the matrix to provide 

power on their own. Brilliant capacity frameworks may boost 

the important network's force stockpile as needed. Consumers 

become prosumers as a result of this two-way electric flow. 

Producer+ Consumer = Prosumer. 

“Note: - In Above All of the Application areas Home Energy 

Management is the best for my point of view. And this HEMS is 

widely used in smart homes for making our homes smart. The 

motivation behind HEMS is to give their clients energy 

utilization observing and control. It is a superior method for 

limiting energy utilization and, thusly, your electric bill. 

Through this process user will know how HEMS is exactly 

working. “  

E. HEMS in Smart Grid 

An energy-efficient house The chief's structure is a level of 

development that combines hardware and programming to 

enable customers to track energy usage and production, as well 

as fully regulate and motorize energy being used in their houses. 

In the context of smart grid, The HEMS application is being 

developed for a variety of reasons, not the least of which is to 

control household energy consumption as shown in Figure 3. But 

it's also important to control energy supply, whether it comes 

from a utility or self-generated sources like solar and wind power 

stations. The HEMS setup includes domestic loads, which are 

divided into unplanned loads, power storage, alternative 

energies, grid connections, electric autos, and HEMS control 

systems, which are all accompanied by interaction technologies 

as well as smart meters. 

 

 

Figure 3: Shows House hold Energy Running Systems. 

 

The HEMS programmed manages the load's working period, 

notably for planned loads, in order to achieve the lowest possible 

power operating costs. Trims yield power is created from an 

elective energy asset rather than being utilized to drive the 

family, it could be put away in energy stockpiling and electric 

vehicles, as well as given to the network. Electric vehicles are 

available not exclusively to support the utilization of harmless to 

the ecosystem autos, yet additionally to fill in as energy 

stockpiling. Besides, the vehicle can add to and keep up with the 

framework's power matrix's unwavering quality. 

F. Functionalities of HEMS  

HEMS' major purpose is to make homes and buildings more 

energy efficient. Electric utility advantages, for example, 

managing energy utilization to diminish top interest and work 

with load moving, might be incorporated too [14]. To fulfil these 

objectives, the HEM must have the following functionalities and 

properties, as indicated in Figure 4. 
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Figure 4: Illustrates the Functionalities of HEMS. 

a. Monitoring  

HEMS must be capable of monitoring and controlling a wide 

range of home devices and systems. The framework provides 

real-time data on energy consumption patterns. The consumers 

can get to gadget data by means of a web interface or a 

telephone/tablet application.  

b. Logging  

The process of classification or logging information on the units 

of electricity consumed by each appliance is known as logging. 

Analyzing demand response (DR) for real-time prices is part of 

this functionality. Information for numerous homes in a 

neighborhood must be provided for improved DR support, as 

well as the system should be able to use an optimization method 

to effectively react to DR signals as well as allocate resources to 

the houses effectively. 

c. Control  

Gadget control ought to be proposed to the client physically in 

its most essential structure. On the off chance that the 

administration stage upholds savvy booking, control can be 

mechanized. Moreover, gadget control may be neighborhood or 

remote.  

d. Management  

Inside the smart grid era, data on power use may be given at 

different granularities from such a variety of devices. HEMS 

must be able to handle massive amounts of data in an efficient 

manner.  

e. Alarm  

Alarms are created and sent to the smart HEMS Centre from 

here. This file contains information on fault locations, types, and 

so on. 

f. Methods of Technologies 

There are mainly three types of methodologies available in smart 

grid: 

g. Conceptual Models 

The dazzling framework is a significant "Arrangement of 

Systems." The basic structure for smart framework is formed of  

seven major areas, according to the Smart Grid Compatibility 

Standards Roadmap provided by NIST, the American National 

Institutes of Standards and Technology. 

• Distribution  

• Bulk Generation   

• Customers 

• Service Suppliers 

• Operations   

• Markets 

• Transmission 

Inter- and intra-domain communications are different in each of 

these functional domains. The users of electricity supply, such 

as industrial, home, commercial as well as utility users, is 

referred to as the consumer domain. The term "market domain" 

refers to the people who run the power markets [15]. The 

operation domain is responsible for power supply management. 

Utility firms that provide customers with electricity are referred 

to as service providers. The concepts "bulk creation, 

transmitting, as well as distribution" refer to the generation, 

storage, transmitting, or distribution of electrical power to 

consumers in large quantities [16]. "The connectivity of these 

seven domains is among the essential aspects of the smart grid's 

efficient execution," says one expert. 

G. Electrical Network 

Three types of electrical network are as follows: 

a. Production domain 

This power station is made up of nuclear power stations, 

hydroelectric power plants, wind energy plants, solar plants, as 

well as coal power plants.  

b. Transmission domain 

A significant number of power lines transmit electricity to the 
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distribution domain, which is managed by a large number of 

network operations centers and substations. 

c. Distribution domain 

Residential areas, rural farms, metropolitan cities, and industrial  

locations receive electrical power from the sum of complex 

network topologies. 

d. Communication Network 

Smart grid communication networks employ a multiplicity of 

communication methods, including wireless, wired, as well as 

hybrid networks as shown in Figure 5. 

• Home Area Network (HAN) 

• Field Area Network (FAN) 

• Neighborhood Area Network (NAN)  

• Wide Area Network (WAN) 

 

 

 

 

Figure 5: Shows the Methods of Communications-Wireless Sensor Network (WSNs): 

 

Wireless networks are among the most essential technologies of 

the twenty-first centuries. Sensors will be ubiquitous in a few 

years, in our homes, in animals, and even in the human body. A 

Smart Grid network is made up of a large number of sensors that 

connect with one another wirelessly (especially in HAN and 

NAN) in order to share data. An IEEE 802.15.4-based ZigBee 

procedure as well as the IETF IPv6 over Low Wattage WPAN 

(6LoWPAN) protocols are indeed the two most commonly used 

technologies in HAN and NAN networks. These are intended for 

data transfer over short distances at modest speeds using 

wireless personal area networking (WPAN).  

e. ZigBee 

The Wireless ZigBee mesh networking technology is now the 

most extensively utilized low-cost, limited-power wireless mesh 

networking protocols. It's commonly used in personal or home-

area networks, as well as in a wireless mesh for networks with 

wider ranges.  

f. 6LoWPAN 

6LoWPAN allows even the smallest device with limited 

processing power to wirelessly send data using the internet 

protocol. It's the newest ZigBee competitor. 

Demonstration: 

g. Arduino Uno 

It's an accessible microcontroller board that makes use of 

Microchip's ATmega328 microcontroller. It has fourteen input 

and output pins, six PWM output pins, and six analogue inputs. 

It can be simply connected to a computer through USB 

connection for power supply. 

h. Node MCU 

The open-source firmware Node MCU was created for the 

ESP8266 Wi-Fi chip. The hardware design is editable, 

modifiable, and buildable. It is made up of a Wi-Fi enabled 

ESP8266 chip. It will be utilized in this project to send energy-

related information, such as energy usage and appliances 

connected to the consumer, as well as to receive input from the 

end user. 

i. Signal Board 

A signal board is a board that records signals. Each times the 

meters LED flashes, it transmits a measurement to the preset 

microcontroller. 

j. Current Transformer 

CTs are used all over the globe to monitoring high-voltage lines 

in national power systems. Over a set range, it maintains a 
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precise ratio between the currents in its primary and secondary 

circuits. 

k. Power Transformer 

In every electrical circuits, a power transformer is utilized to 

transmit electric power among both the generators as well as the 

distribution main circuits. These transformer have been used in 

distribution systems to link step upward as well as step 

downward. 

l. Relay board 

Relay circuits are computing boards that incorporate an arrays 

of relays as well as switches. They contain inlet and outlet 

connections and are used to regulate the voltage supply. Relay 

circuits provide individually programmable, real-time control in 

each of the on board relaying connections.  

m. Smart Grid (SG) 

A brilliant framework is an electrical organization based on 

advanced innovation that utilizes two-way computerized 

correspondence to convey capacity to clients. This framework 

empowers for inventory network observing, examination, 

control, and correspondence to upgrade productivity, lower 

energy utilization and expenses, and increment the energy store 

network's straightforwardness and steadfastness. The brilliant 

lattice was made fully intent on utilizing savvy net meters to 

defeat the weaknesses of customary electrical organizations. 

Shrewd matrix innovation is a high level rendition of simple 

innovation that utilizes two-way correspondence to oversee the 

utilization of machines. The inescapable accessibility of Internet 

network in many houses, then again, has made the savvy matrix 

more reasonable to embrace as displayed in Figure 6.  

The Smart Grid presents a unique opportunity to introduce 

another time of energy region reliability, openness, and creation 

that will help both our monetary and biological prosperity. 

Testing, tweaked pathways, client preparing, the improvement 

of principles and rules, and information trade are only a couple 

of the exercises that will be important all through the change 

stage to ensure that the Smart Grid benefits we expect become a 

reality. The lattice is astute in light of the fact that to further 

developed innovation that empowers two-way correspondence 

between both the utility and its clients, as well as discovery along 

transmission lines. The Smart Grid, similar to the Internet, will 

be comprised of regulators, PCs, and computerization, as well as 

new upgrades and equipment that work together. However, these 

innovations will be linked to the electrical grid in order to adapt 

to our ever changing energy demands. 

Due to brilliant matrix gadgets that communicate data in a style 

that allows them to respond to changes in clever lattice condition 

frameworks, ordinary customers, administrators, and 

mechanized devices can promptly adapt to changes in shrewd 

framework condition frameworks. Efforts, retail stores, clinics, 

institutions, and international organizations all profit from a 

fantastic foundation. The whole shrewd matrix structure is 

automated for calculating power usage at all destinations. Matrix 

design is often used in energy the board programming to 

estimate energy usage and costs for a certain company. Shrewd 

frameworks energies the executives structures intend to limit use 

during high-cost, high-interest times by providing customers 

with information on current usage and energy evaluation. 

 

 
 

Figure 6: Shows the Block Diagram of Smart Grid. 

IV. CONCLUSION 

Smart cities are a logical outgrowth of the smart grid idea, and 

their implementation is intrinsically tied to the restructuring of 

outdated power systems. Clients may use dazzling matrix 

technologies to plan loads at the client level, deduct 

expenditures, and aid lattice activity in order to avoid wasting 

energy. Many dazzling meters, sensors, and programmed and 

contemporary structures will be available via two-way 

communication organizations in the coming years. Energy 

assets, such as sustainable producing and energy stockpiling, as 

well as the execution of two-way correspondence software 

architecture, are extremely substantial prospects for a brilliant 

appropriation network. The use of Internet of Things (IOT) 

innovation in dazzling matrix is a crucial technique for 

accelerating power network data and effectively managing 

power lattice foundation. Two of the most common IOT 

application sectors are disaster prevention as well as electrical 

transmission line reduction. The main goals of the project are to 

provide an IoT-based energy meter reading that can be presented 

for units used and cost over the internet. We used a digital energy 

meter with a signal board that connects the efficiency and 

voltage transformers to a microcontroller. When the meter LED 

flashes, the signal board sends a reading to the configured 

microcontroller. Utilizing ESP8266, the microcontroller 

receives this reading and transmits it to the cloud. The ESP8266 

is a Wi-Fi modules that interfaces the microcontroller to the web. 

As a microcontroller, the Node MCU is utilized. A 5v source 

may be used, and the ESP8266 is powered via a 7.5v converter. 
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